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WMENORAMDUM POR:  Acting Dlrector of Socurlty

25X1 prou e |

Chiaf, Special Security (enter

SUBJECT . Accountability Methods for Microforn {opies

1. Attached 18 a memorandum for your signature
roguesting that the Securlty Cowmittee attempt to deteraine
the necessity For having all copies of TOP SECRET and/or
Sansitive (ompartmented Information (SCI) documents
ideatified by unigue copy numbers. The nassive proliferation
of copies resulting from the us0 of microform technigues will
require new techuology for affixing copy numbers if tae
practice is 10 bve continued. If microform reproductlons are
not numbered, oa the other hand, the requirement for numberiog
hard copy material 1is invalidated, to a great extent.

2, This is & sevious problem which should have zad community
attention long bofore now. It is rocompended that yvou sign
the attached memorandud.
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MEMORANDUM FOR: Chairman, DCI Security Committee
25X1 FROM s ER

‘ Alternals CIA Nember, -
. DCY Security Cosmittee’ -

susJBpCT ! Accountabllity Reguirements for
: . Hicroforam Reproductions

1. Uuring the past few years, a serious problem
has arisen in the Intelligence Community, involviag the -
control of coples of collateral TOP SECRET and Sensitive
Compartmented Information dotuments produced by micro-
form technigues. I believe this probles warvants con-
sideration by the Security Committos, and requires a
declision regarding the need to continue assligning s unigue
number o cach copy of a8 TS or 3CI document. Further, if
such nunbers are deemed to be nacessary, 2 rasesrch and
dovelopment program will be reguired to produce an sefficisnt
sethod of affixing nuabers to automatically »roduced copilas.

2. At the praseat tize, all collateral 5 and ECI

! documents are serially numbered, and each additional copy

is aszssigned a unique identifying number. The sbjective is

to provide a system of control and sccountability, a means

ef tracing a lost or misappropristed document to a responsible
party. Toe utillity of this practico was yecently demoastrated
g when the copy number was helpful in tracing aa SUI document,
25X found a8t | | contractoyr facility, to the Congressional
: Committee to which it was charged.
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3. CIA and the Inteiligence Community are bound

by extant regulations, statutes and ¢xecutive orders
which address the marking of hard copy docuwments for
control purpeses. With the advent of the new technelogy,
however, microform i3 being utilized with incraasing -
 frequency. - The magnitude of the problem of controlliag

- and marking coples produced by this: new medium is difficuilr

to conceive.. .U ‘ e . : co

: 4. ¥Within CIA, various offices now control microform
in a variety of ways. HPIC and CRS stawmp a pumber oa the
paper envelope or jacket, and hope. the current fiche is -
~yeturned to the. proper jacket. COMSEC uses a Sharpis pem
to hand mark oach fiche, which 1s a very cusbsrsome zanual
procedure, however, and 1s adaptable-only for a small - volume
- operation. Both COMSEC and NPIC are.studying the possibility
of using a perforating machine to sequentislly nunbsr micro-
Fiche. .Thisz is a semi~-automatsd operation, and its useful-
ness is limited in that a three or four éigit number could
obliterate necessary information contained in the titls,

5. "Other possible control methods would requive YeseayYch
and developwent, These are: - :

a. automate through duplication of LED numpors;
. use psrmanent stick on numbers: '
c. permanently stick on a transparent strip
behind the title with a perforated
numher punched thereon; and
4, use printed large colored nunbers.

&, Hicroform document storage methodology is now used
extensively in the Agency, particularly in CRS aund NPIC. This
tyend of increasiaz use of microform will contiaue, bLecause
this medium reduces storage space requirements, is less
cxpensive and provides an automated vetrieval capability.

For example, the Uffice of Security is belng tasked by CRS

to offer security suidancs to the Automated Documeni Storage
and Retrieval (ADSTAR) system. ADSTAR is projected to succeed
the present hard copy storaze methods witd microforam and will
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ewantually support the SAFE program. ADSTAR, imitiaily
planned to suppert. 30 remots computer display terminals,

bas & projacted capacliy for 2000 terminals., "It is
cxpacted to pgenerats & large volume »f microform in
addition to hard copy, 21l of which should be identified
for control and sccountability purposes. The implicariens
of this transformation from hardcopy to aicroform ars.
staggeriag,. ln taras of attempting to provide the requirsd
uinnique copy numbers, Lot only to microfiche film, bur nlse
to any hardeopy reproductions produced by the systen.
Lurreatly, CA3 alone storss ton wmilllon documents {approxi-
matély 80 million pages). These documents will be converted
to ricrofile and tae capability will be avsilable to rsoroducs
wnicroform copies.

7. To date, the Gffice of Security pesition has baen
that all coples of documeats and copies of coples must each
be controlled asd accounted for by some unique fdentifier.
| The probles of the original micraform or that which 1s used
to produce additional ulcroform coples, has been resolved.

ALl of the desired markings are now iancluded in the header
portion of the wedlia. The aforvementlionad policy has zensrated
sone resistance both in the CIA and the Intelligence Cosmunity
% belng too cumbersome a waswal process for marking the
volurs of coples produced now and anticipated ia the futurs.
Certain nicreform processes have tho capabillty of produciag
1580 hard copy reproductions per houy. The additional tize
consumed in manually afflxing copy numbers would nualtiply

tiis production rate by an usnkaown factor, bubk five times may
Be @ reasonable estimate. The bonsflts of automation, then,
would seex to be counteractod by the security requiraemsat,
unless new, more sfficlent ways to pumber documents can be
found,

3. The guestion, 1t sppears, 15 whether or not mavkings
tor control and accountabllity purposes are f2asible within
tine constraints of budyetary considerations and manpowsr
resources. It is Delieved that no conclusive siudy has heon
conducted by the Intellipence Community o determine if control
and marking can bs saintsined for picrofora.
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6. It is reguested that this question be accepted . -
by SECOM for immedista study and evaluation. - If it is . -~
determined that these controls are desired and necessary it
is recommendsd that a research and development gffort he -~ - .
mutually funded by all meubers of-the Intelligence Community .

. to develop and produce the technolog cpequired to affix copy -
- numbers (or other unique i&entifiarsg to TOP SECRET and SCIL
" materials produced by microform techniques..: G e S
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